BE3OINACHOCTb B COUNAJIbHbBIX CETAX

2022 1.



CamMble nonynspHblie counanbHblie CETU U
MecCCeHAXepbl

WhatsApp (87% onpoLUeHHbIX)
YouTube (75% onpoLUeHHbIX)
BKoHTakTe (62% OonpoLleHHbIX)
Telegram (55% onpoLweHHbIX)

OpgHoknaccHukm (42%)



CoumanbHble ceTun
OCHOBbI 6e30MnacHoOn padboThl

Iéf}ﬁﬁ BO3HUKAJMN /IK ¥ BAC NMPOBJ/IEMbI, CBA3SAHHBIE C
~_~§N [‘ BESOMACHOCTbIO AAHHBIX, B COLUMAJIbHbBIX CETAX?
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KAKWE MPOBNEMBI, CBASAHHBIE C BE3OMACHOCTBIO
AAHHbBIX, BOSHUKANK Y BAC B COLIMA/IBHBIX CETAX?

69% B3nom akkayHTa

26% Kpa>|<a napong o1 akkayHTta B coumanbHOM CeTn

U

23% MolueHHUK BblgaBan ceba 3a MEHS U NbITanca BbIMAHUTE EHbIM Y MOUX npyseﬁ

16% 2o

15% Kpaxa napons oT 3neKTpOHHOM NOYTHI, K KOTOPOX NPUBA3aH aKKayHT B COLUManbHOM ceth

4% Kpaxa AeHeXHbIX CpeacTe ¢ GaHKOBCKOM KapTbl, MPUBA3aHHOIM K aKKayHTY B COLMANbHON CeTH



@ baHk Poccum

OCHOBHbIe NPU3HAaKKU cnamMma u ouLLKMHra

aﬂeKTpOHHble NOYTOBbIE COOBOLLEHNA MOXHO CYMTATb CNaMmoM UNn Cbl/ILIJI/IHI'OM npn Hann4ymm cneayrwmnx npn3Hakos.

oTnpaBuUTesib HEU3BECTEH Mony4yartento (B TOM Y1Cre, Koraa OTnpaBUTENb He yKasaH);

npeagnararoT HepeasqiIMCTU4YHO BbIroAHbIE MpPeasyioXXeHUsA — BbecnnaTtHble TOBApPbI U
cywecrBeHHble AEHEXHbIE BO3HArpa>kaeHuA,

yrpoxaror 6rI0KMpOBKOM OAHKOBCKMX KapTo4yek nnbo TenedoHHOro Homepa, NpeacTaBnssiCh B
NNYHBIX COOBLLIEHNAX COTPYAHMKaMM MOBUIBHOMO onepaTopa, (PUHAHCOBbLIX Y HArNOroBbIX
yupexaeHnns;

coobLeHns aapecoBaHo OT UMEHMW HanNoroBbIX, CyAeOHbIX U APYr1X rocyaapCTBEHHbIX OPraHoB, C
KOTOPbIMW Y Mony4YaTensi CoobLLEHNA OTCYTCTBYIOT Kakue-rimubo B3aMMOOTHOLLEHUSA, C
BITOXXEHWEM, KOTOPOE HY>KHO OTKPbITb;

obeLalT NpeagoCcTaBUTb HYXXKHYO MHGOpMaUMIO, Hanpumep, UnbM UK KHUry B 06MeH Ha HOMep
TenedoHa nMOO NacnopTHbIE AaHHbIE.

coobuieHe cocTaBNeHO HEOPEXKHO, COAEPKUT MHOMOUNCHEHHbIE opdorpadpuyeckme n
rpammaTuyeckmne oLnbKu.



@ bank Poccurn

an3HaKM noAoO3pPUTEJIbHbIX CCbINMOK B MUCbMaXxX

B Buae undp;

C CUMBONOM @ B CCbISIKe;

c AByMsA U Gonee agpecaMu

B Hayarne agpeca cauta eCTb WWW,
HO HET TOUYKU UNU CTOUT TUpe.

npumep: 178.248.232.27

npumep: http://bank.ru@phishing.com

@ http://bankru@phishing.com
©  http://phishing.com

Q,  http://bank.ru@phishing.com - Mowck Anaexc

npumep: https://bank.ru/bitrix/rd.php?go=https://bitly.com/bank

npumep: wwwbank.ru nnu www-bank.ru




G UTO AEJNIATH, ECJZIM BALLU AKKAYHT B3J/IOMAJIN?

3abnokupyinTe 6aHKOBCKUE
KapThbl

[NomeHanTe naponb Ha
nouTe,K KoTopon nNpues3aH
Ball aKKayHT

ObpaTtutech K cnyxbe
noaaep>XKu coumnaibHon
cetu

OtnpaebTe MHhbopMaLuUIo
no ApPYyruMm KaHasnam
KOMMYHUKaL Wi BaLUUM
APY3baM, YTOB bl OHK
3Hanu o B3NOME CTpaHuLbl
M He cTanu XepTeamu
MOLUEHHUKOB



@ bank Poccurn

B3AUMOCB$A3b POCTA YTEYEK U ATAK
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@ bank Poccurn

KOPPENALNA KOJTMHECTBA MHOOPMALIMOHHBIX NMOBOAOB N OULLMHIOBbLIX PECYPCOB
(EANHMLY)
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s HoocTH Mo TemaTtuke «CounanbHbie BbiNiaTbi» = DULWMHIOBbIE CANTHI






